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Cyber Effects:
• Denial of Service
• Confidential Data Loss 
• Data Manipulation
• System Integrity Loss
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Cyber Assurance: Effects Focus
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Cybersecurity Threats

Continuous
• Increased Volume

Advanced
• Difficult to Detect
• Highly Skilled

Persistent
• Multiple Tries – Different Paths

Our Response

Increase and Upgrade
• monitoring
• detection
• prevention

Adapt and Evolve
• techniques
• technologies

Refocus and prioritize
• statement of work

Educate and Involve
• everyone

Our Response

Increase and Upgrade
• monitoring
• detection
• prevention

Adapt and Evolve
• techniques
• technologies

Refocus and prioritize
• statement of work

Educate and Involve
• everyone

“Change” is a constant expectation
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Cybersecurity – Change Management

What is changing?

Why change?

How changes made?

What do I do?

When do I act?

• Cybersecurity critical to business 
survival

• Organize and demonstrate priority
• Support by Executives and Leaders 

critical
• People must identify with the treat
• Simplify Change
• Engage all -- everybody has role
• Pace, Sequence, Segment -

manage impact
• Communicate – continuously

– What, Why, How, When
• Clarification and support through 

process

• Cybersecurity critical to business 
survival

• Organize and demonstrate priority
• Support by Executives and Leaders 
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• People must identify with the treat
• Simplify Change
• Engage all -- everybody has role
• Pace, Sequence, Segment -

manage impact
• Communicate – continuously

– What, Why, How, When
• Clarification and support through 

process

Active change management:  threats – technologies – enterprise – people …
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Password to SecureBadge

Prioritize conversion to SecureBadge by risk
Remote access 

Segmented Population for conversions
Manageable Size for each group 

Communication Early and Often
Executive Understanding and Support
Early general explanation of change and objective

Why it’s important to them
Enterprise, Everybody has role
How to get ready – and what will happen, when
Immediate Feedback to Questions or Concerns

Leverage major upgrade events
Windows 7

How

Password technology no longer effectiveWhy

Adopted more secure technology for authenticationWhat
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Human Interoperability 
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Performance Requirements  Integration
Requirements Functional Requirements 

Associated Architectural Products
Interoperabilit

yDoD OGA

G I I D  S e r v i c e
M i s s i l e  W a r n i n g  /  M i s s i l e  D e f e n s e  I n t e g r a t i o n

1 1 7  S e r v i c e  R e q u i r e d  t o  
s u p p o r t  1 0 0 %  o f  G I I D  M i s s i o n  T h r e a d

G I I D  S e r v i c e
M i s s i l e  W a r n i n g  /  M i s s i l e  D e f e n s e  I n t e g r a t i o n
G I I D  S e r v i c e
M i s s i l e  W a r n i n g  /  M i s s i l e  D e f e n s e  I n t e g r a t i o n

1 1 7  S e r v i c e  R e q u i r e d  t o  
s u p p o r t  1 0 0 %  o f  G I I D  M i s s i o n  T h r e a d

Common Language Discovery
Req.

A
Req.
B

Req.
C

Req.
D

Req.
E

Req.
C

Req.
F

Req.
B

Req.
E

System 1 System 2 System 3

Capability A Capability B Capability C

System Contribution, Supporting 
Systems Infrastructure 

NGO

Policy & 
Governance 

De-confliction of language 
Inhibitors

OODA
Activities

GAPS in 
Capability

Evolving Capability within the OODA 
/ ToTE Framework provides a visual 
representation of required activities. 

Decide
Act

Orient

Underlying activities to get to
Operational 

CONOPS
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• Understanding human behavioral responses of incongruence 
- what is trusted?; who is trusted?; how is “it” or “who” trusted?
- peeling back the multiple layers of meaning

• Understanding cultural behavioral imprinting 
- behavioral norms in reciprocal social interaction
- trust-building across different cultures and domains security and 

counterintelligence  

• Cyber Power relationships 
- communities formed, exercised and evolved dynamically
- relationship between spaces, culture and identity
- virtual boundaries and leadership
- no boundaries

Human InteroperabilityHuman Interoperability

Human Cyber Terrain IssuesHuman Cyber Terrain Issues
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